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1.0 Introduction 
 
The Information Technology Department of the State of Iowa has requested that the Baltimore 
Technologies Professional Services Group provide an assessment of the facilities, technology, 
and documentation required for Iowa to implement recent legislation mandating the development 
of a public key infrastructure (PKI) for several state functions.  Baltimore Technologies 
Professional Services has already submitted a PKI Needs Assessment and a PKI Architecture.  
This document addresses the documentation requirements that the State of Iowa must consider if 
it is going to operate, or contract for the operation of, a Certification Authority. 
 
As was explained in the already-submitted Requirements Assessment and the upcoming PKI 
Architecture document, a Certification Authority (CA) is the heart of any PKI implementation.  
The CA is the instrument through which digital certificates are created, issued, and revoked in a 
PKI.  The CA controls and is ultimately responsible for the operation of a PKI, although some 
functions, such as the Registration Authority, may be contracted-out to other entities. 
 
The operation of a CA is not a trivial matter from operational, technical, legal, or liability 
standpoints.  It is imperative that the operations of a CA and the PKI in general be set forth in 
documents that are accessible to and understandable by the users of a PKI.  The two primary 
documents that attempt to provide the required knowledge to the users are known as a Certificate 
Policy (CP) and a Certification Practices Statement (CPS).  While similar in format, the 
documents provide differing information.  When combined, however, they lay the foundation for 
the successful operation of a CA and a PKI. 
 
Baltimore Technologies Professional Services originally proposed to include a high-level 
summary of CP requirements and a PKI concept of operations in the first deliverable document, 
the Requirements Analysis.  However, after further thought and discussion with the State of Iowa, 
it was decided that this information better belongs with the architecture study which is now being 
completed.  The CP requirements, which are more legal or procedural in tone, are covered in this 
stand-alone document.  The PKI concept of operations information, which is more technical, is 
covered in the PKI Architecture which will be delivered in a few days, particularly in the 
“Certification Process” section.  Also included in the architecture document is much technical 
matter that may be of assistance in planning some other parts of a CP or CPS, such as 
identification and authentication functions, security controls, and certificate/CRL format. 
 
Most CPs and the CPS’ are prepared using a draft "standard" currently under development by the 
Internet Engineering Task Force. That framework, known generally as RFC 2527, was written by 
two well-known PKI technology experts several years ago.  The intent of the authors was to 
provide a standard framework through which a CA could review the operational aspects of 
another CA and determine if cross-certification was possible between the CAs.  Although RFC 
2527 is in fact still a draft document, in the fast paced world of the Internet it has become the 
reference "standard" for virtually all CP and CPS development.  RFC 2527 was written from a 
largely technical viewpoint and has been criticized for its lack of specificity in the coverage of 
such matters as liability and related legal issues.  Nonetheless, most CP and CPS authors are able 
to adjust RFC 2527 as necessary to provide a useable product. 
 
Normally, a CA prepares one CPS stating how it operates and one or more Certificate Policies 
that provide the details about a particular PKI application or type of certificate.  However, there is 
no fixed formula that specifies either the relationship between a CP and a CPS or how many of 
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each type of document should be produced.  These decisions need to be made by the operators of 
a CA or PKI after carefully considering the particular PKI implementation. 
 
Clear documentation of how the PKI operates is an essential tool for any CA.  However, there are 
varying approaches to the preparation and use of the CP and CPS.  The role of the CPS can vary, 
depending on the contractual relationships (or lack thereof) between the parties to the PKI; or if 
the PKI is used exclusively for internal business or organization purposes.  Regardless of the 
particular implementation, it is wise to draft these documents using clear and straightforward 
language.   
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2.0 Certificate Policy 
 
A Certificate Policy is a document that is produced by either a CA or another body known as a 
Policy Administration Authority (PAA).  Regardless of who produces it, the document sets forth 
what are in effect the requirements for the operation of a PKI.  If prepared by a PAA, the CP sets 
the requirements that any CA participating in the PKI must meet in order to participate in the PKI 
managed by the PAA.  If prepared by a CA, the CP explains what the CA does, while other 
documents (such as a CPS) describe how the CA functions. 
 
There are two approaches to CP preparation.  In the first, which may be preferable if only one CA 
will be issuing certificates, the CP is a shorter, high-level document that does not follow the RFC 
2527 framework.  Instead, it is composed of a limited number of sections that set forth the 
mission of the CA, the roles and responsibilities of the participants, the CA's security practices, 
and the applicable laws and regulations.   
 
The second version of a CP is much longer and follows the RFC 2527 framework.  It is 
frequently redundant of the CPS, as both documents are prepared under RFC 2527.  This type of 
CP is most useful where there is a formal PAA setting the policy for a PKI and more than one CA 
will be providing services.  In this scenario, the CP may be viewed as a "requirements" type of 
document, to which the CA responds with its CPS.  For those who would like more background 
about Certificate Policies, Baltimore Technologies Professional Services recommends reviewing 
the Certification Authority Rating and Trust (CARAT) Guidelines published by the Internet 
Council of the National Automated Clearing House Association in January 2000, and available at 
http://www.nacha.org.   
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3.0 Certification Practice Statement 
 
Unlike the CP, virtually every CPS in use today follows the RFC 2527 framework.  A CPS is a 
much more technical document than a CP and explains in some detail how a CA operates.  If 
there is a CP and more than one CA participating in a PKI operated by a formal PAA, the CPS 
may take the form of an answer to the requirements set forth in the CP.  That is, the CPS explains 
to the PAA and the users of the PKI how its operations meet the requirements set forth in the CP.  
If only one CA is operating in a particular PKI, then the CPS will consist of a statement of that 
CA's operating practices and procedures. 
 
For those who would like more information about Certification Practice Statements, Baltimore 
Technologies Professional Services recommends reviewing the Digital Signature Guidelines 
published by the Information Security Committee of the American Bar Association in August 
1996, and available at http://www.abanet.org. 
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4.0 RFC 2527 
 
RFC 2527 is a framework designed by two highly respected PKI technical experts for the Internet 
Engineering Task Force.  The most recent version was released in March 1999.  RFC 2527 
attempts to provide an outline of all the information that the authors believed was necessary in 
order to prepare a CP or CPS.  RFC 2527 consists of eight parts, each of which is explained 
below.  The entire framework is included in Appendix A. 
 
Most CP and CPS authors attempt to maintain the numbering scheme and section titles of RFC 
2527.  However, because several sections of the document in its current form are generally 
considered to be in need of revision, CP and CPS authors add and delete sections as necessary to 
fulfill the needs of the particular PKI implementation for which the CP or CPS is being prepared.  
It is not advisable to change the names of sections within RFC 2527 as one of the reasons for the 
document's development in the first place was to provide a means through which differing 
Certificate Policies and CPS’ could be compared.  Inserting different titles or information into the 
existing RFC 2527 framework defeats the reason for the framework. 
 
Section 1 (Introduction)  Described here are the scope and purpose of a Certificate Policy or 
CPS.  Most important is the description of community and applicability; i.e., the parties to whom 
the Certificate Policy or CPS will apply and the uses that will be permitted within the PKI.  
 
Section 2 (General Provisions)  This section address the obligations of the various parties to one 
another.  The content of the provisions in this section will differ from one Certificate Policy or 
CPS to another, depending on the business and legal model used.  This section also addresses 
matters related to enforcement of the parties' obligations, and issues such as the fees that may be 
charged, publication requirements, compliance audit requirements, and so forth. 
 
Section 3 (Identification and Authentication) Addressed here is the central issue of 
confirmation of individual identity.  Included are instructions regarding initial registration, the 
types of names that may be used in public key certificates, requests to renew expired or revoked 
certificates, and certain revocation requests. 
 
Section 4 (Operational Requirements) Included here are high-level instructions regarding 
certain operations that are likely to occur in a PKI.  Some of the more critical operations 
addressed include the issuance of certificates, their acceptance by Subscribers, and certificate 
revocation.  This section also includes guidelines for Relying Parties concerning the need to 
check a certificate's current validity. 
 
Section 5 (Physical, Procedural, and Personnel Security Controls)  This section provides a 
high-level description of the various security mechanisms employed by a CA.  For obvious 
reasons, details about the security mechanisms and procedures are not supplied, but the reader is 
given assurance that the CA is operated in a secure fashion.  Those readers with a "need to know" 
may be given access to more detailed security documents. 
 
Section 6 (Technical Security Controls)  Provided here is information about technical issues 
such as key generation and control, and some additional security features not discussed in Section 
5. 
 



State of Iowa PKI Policy & CPS Analysis - Updated 

Baltimore Technologies Professional Services   
 

8

Section 7 (Certificate and Certificate Revocation List Profiles)  This section provides highly 
technical information about the composition of the certificates and revocation lists (if any) used in 
the PKI. 
 
Section 8 (Specification Administration) The final section provides information about how a 
CP or CPS may be amended and on how the CA will notify affected parties of those changes. 
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Appendix A 
 

RFC 2527, IETF Draft CP and CPS Framework 
 
1. INTRODUCTION 
1.1 Overview 
1.2 Identification 
1.3 Community and Applicability 
1.3.1 Certification authorities 
1.3.2 Registration authorities 
1.3.3 End entities 
1.3.4 Applicability 
1.4 Contact Details 
1.4.1 Specification administration organization 
1.4.2 Contact person 
1.4.3 Person determining CPS suitability for the policy 
2.  GENERAL PROVISIONS 
2.1 Obligations 
2.1.1 CA obligations 
2.1.2 RA obligations 
2.1.3 Subscriber obligations 
2.1.4 Relying Party obligations 
2.1.5 Repository obligations 
2.2 Liability 
2.2.1 CA liability 
2.2.2 RA liability 
2.3 Financial responsibility 
2.3.1 Indemnification by Relying Parties 
2.3.2 Fiduciary relationships 
2.3.3 Administrative processes 
2.4 Interpretation and Enforcement 
2.4.1 Governing law 
2.4.2 Severability, survival, merger, notice 
2.4.3 Dispute resolution procedures 
2.5 Fees 
2.5.1 Certificate issuance or renewal fees 
2.5.2 Certificate access fees 
2.5.3 Revocation or status information access fees 
2.5.4 Fees for other services such as policy information 
2.5.5 Refund policy 
2.6 Publication and Repository 
2.6.1 Publication of CA information 
2.6.2 Frequency of publication 
2.6.3 Access controls 
2.6.4 Repositories 
2.7 Compliance audit 
2.7.1 Frequency of entity compliance audit 
2.7.2 Identity/qualifications of auditor 
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2.7.3 Auditor's relationship to audited party 
2.7.4 Topics covered by audit 
2.7.5 Actions taken as a result of deficiency 
2.7.6 Communication of results 
2.8 Confidentiality 
2.8.1 Types of information to be kept confidential 
2.8.2 Types of information not considered confidential 
2.8.3 Disclosure of certificate revocation/suspension information 
2.8.4 Release to law enforcement officials 
2.8.5 Release as part of civil discovery 
2.8.6 Disclosure upon owner's request 
2.8.7 Other information release circumstances 
2.9 Intellectual Property Rights 
3.  IDENTIFICATION AND AUTHENTICATION 
3.1 Initial Registration 
3.1.1 Types of names 
3.1.2 Need for names to be meaningful 
3.1.3 Rules for interpreting various name forms 
3.1.4 Uniqueness of names 
3.1.5 Name claim dispute resolution procedure 
3.1.6 Recognition, authentication and role of trademarks 
3.1.7 Method to prove possession of private key 
3.1.8 Authentication of organization identity 
3.1.9 Authentication of individual identity 
3.2 Routine Rekey 
3.3 Rekey after Revocation 
3.4 Revocation Request 
4.  OPERATIONAL REQUIREMENTS 
4.1 Certificate Application 
4.2 Certificate Issuance 
4.3 Certificate Acceptance 
4.4 Certificate Suspension and Revocation 
4.4.1 Circumstances for revocation 
4.4.10 CRL checking requirements 
4.4.11 On-line revocation/status checking availability 
4.4.12 On-line revocation checking requirements 
4.4.13 Other forms of revocation advertisements available 
4.4.14 Checking requirements for other forms of revocation advertisements 
4.4.15 Special requirements re key compromise 
4.4.2 Who can request revocation 
4.4.3 Procedure for revocation request 
4.4.4 Revocation request grace period 
4.4.5 Circumstances for suspension 
4.4.6 Who can request suspension 
4.4.7 Procedure for suspension request 
4.4.8 Limits on suspension period 
4.4.9 CRL issuance frequency (if applicable) 
4.5 Security Audit Procedures 
4.5.1 Types of event recorded 
4.5.2 Frequency of processing log 
4.5.3 Retention period for audit log 



State of Iowa PKI Policy & CPS Analysis - Updated 

Baltimore Technologies Professional Services   
 

11

4.5.4 Protection of audit log 
4.5.5 Audit log backup procedures 
4.5.6 Audit collection system (internal vs external) 
4.5.7 Notification to event-causing subject 
4.5.8 Vulnerability assessments 
4.6 Records Archival 
4.6.1 Types of event recorded 
4.6.2 Retention period for archive 
4.6.3 Protection of archive 
4.6.4 Archive backup procedures 
4.6.5 Requirements for time-stamping of records 
4.6.6 Archive collection system (internal or external) 
4.6.7 Procedures to obtain and verify archive information 
4.7 Key changeover 
4.8 Compromise and Disaster Recovery 
4.8.1 Computing resources, software, and/or data are corrupted 
4.8.2 Entity public key is revoked 
4.8.3 Entity key is compromised 
4.8.4 Secure facility after a natural or other type of disaster 
4.9 CA Termination 
5.  PHYSICAL, PROCEDURAL, AND PERSONNEL SECURITY CONTROLS 
5.1 Physical Controls 
5.1.1 Site location and construction 
5.1.2 Physical access 
5.1.3 Power and air conditioning 
5.1.4 Water exposures 
5.1.5 Fire prevention and protection 
5.1.6 Media storage 
5.1.7 Waste disposal 
5.1.8 Off-site backup 
5.2 Procedural Controls 
5.2.1 Trusted roles 
5.2.2 Number of persons required per task 
5.2.3 Identification and authentication for each role 
5.3 Personnel Controls 
5.3.1 Background, qualifications, experience, and clearance requirements 
5.3.2 Background check procedures 
5.3.3 Training requirements 
5.3.4 Retraining frequency and requirements 
5.3.5 Job rotation frequency and sequence 
5.3.6 Sanctions for unauthorized actions 
5.3.7 Contracting personnel requirements 
5.3.8 Documentation supplied to personnel 
6.  TECHNICAL SECURITY CONTROLS 
6.1 Key Pair Generation and Installation 
6.1.1 Key pair generation 
6.1.2 Private key delivery to entity 
6.1.3 Public key delivery to certificate Issuer 
6.1.4 CA public key delivery to users 
6.1.5 Key sizes 
6.1.6 Public key parameters generation 
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6.1.7 Parameter quality checking 
6.1.8 Hardware/software key generation 
6.1.9 Key usage purposes (as per X.509 v3 key usage field) 
6.2 Private Key Protection 
6.2.1 Standards for cryptographic module 
6.2.2 Private key (n out of m) multi-person control 
6.2.3 Private key escrow 
6.2.4 Private key backup 
6.2.5 Private key archival 
6.2.6 Private key entry into cryptographic module 
6.2.7 Method of activating private key 
6.2.8 Method of deactivating private key 
6.2.9 Method of destroying private key 
6.3 Other Aspects of Key Pair Management 
6.3.1 Public key archival 
6.3.2 Usage periods for the public and private keys 
6.4 Activation Data 
6.4.1 Activation data generation and installation 
6.4.2 Activation data protection 
6.4.3 Other aspects of activation data 
6.5 Computer Security Controls 
6.5.1 Specific computer security technical requirements 
6.5.2 Computer security rating 
6.6 Life Cycle Technical Controls 
6.6.1 System development controls 
6.6.2 Security management controls 
6.6.3 Life cycle security ratings 
6.7 Network Security Controls 
6.8 Cryptographic Module Engineering Controls 
7.  CERTIFICATE AND CRL PROFILES 
7.1 Certificate Profile 
7.1.1 Version number(s) 
7.1.2 Certificate extensions 
7.1.3 Algorithm object identifiers 
7.1.4 Name forms 
7.1.5 Name constraints 
7.1.6 Certificate policy Object Identifier 
7.1.7 Usage of Policy Constraints extension 
7.1.8 Policy qualifiers syntax and semantics 
7.1.9 Processing semantics for the critical certificate policy extension 
7.2 CRL Profile 
7.2.1 Version number(s) 
7.2.2 CRL and CRL entry extensions 
8.  SPECIFICATION ADMINISTRATION 
8.1 Specification change procedures 
8.2 Publication and notification policies 
8.3 CPS approval procedures 


